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DATE: 
ABC Company Ltd 

ARRANGEMENTS TO COUNTER FRAUD & CORRUPTION
1. Work Plan 2016/2017
The purpose of this paper is to inform the Audit Committee of the draft Counter Fraud Plan for 2016/2017. 

The attached plan (see appendix A), which has been approved by the Director of Finance, has been developed within the resources determined to be available by ABC Company Ltd and is designed to provide counter fraud work in proactive and reactive areas of activity identified in the Counter Fraud strategy. Respondent’s feedback in the Counter Fraud Awareness Survey undertaken within the year has been taken into account when developing the plan in conjunction with the completion of a fraud risk assessment.
The draft plan provides estimates of time required including estimates of time apportioned to Investigations, sanction and redress. The actual time required for investigations, sanction and redress will be determined in light of the demands of ongoing referrals and also when the number of new referrals arising becomes known.  

Requests for adjustment of allocation of resources for activities concerned will, therefore, be made as the need arises.

ABC Company Ltd
COUNTER FRAUD PLAN 2016/17
	CREATING AN ANTI-FRAUD CULTURE



	Taking action to tackle the problem
· Does the organisation have a clear programme of work attempting to create a real anti-fraud and corruption and zero tolerance culture (including strong arrangements to facilitate whistleblowing)?
· Are there clear goals for this work (maximize staff and public understanding)?

· Is this programme of work being effectively implemented?
· Are there arrangements in place to evaluate the extent to which a real anti-fraud and corruption culture exists or is developing throughout the organisation?

· Are agreements in place with stakeholder representatives to work together to counter fraud and corruption?
· Have arrangements been made to ensure that stakeholder representatives benefit from successful counter fraud and corruption work?


	Recommended task/objective
	Resource (Days)

	
	Planned
	Used
	Remain

	Deliver presentations at staff induction events, to include development and maintenance of an induction pack to be distributed including slides, newsletter, leaflets and fraud referral form.  
	5
	3
	2

	Deliver a programme of awareness training.  Audience to be determined on a 3-year cycle targeted towards high risk areas (as per risk assessment) and identified as having a lower level of awareness of the organisation’s counter fraud arrangements.  As with other areas of activity, these will be agreed with the Director of Finance during operational planning. To include evaluation of feedback, amendment of presentation material as appropriate and production of a report for the Director of Finance summarising feedback received. 


	7
	6
	1

	Participate in the Association of Certified Fraud Examiners National Fraud Awareness Month. 
	3
	3
	0

	Produce at least two counter fraud articles per year for the organisation’s newsletter. 
	1.5
	1.5
	0

	Develop and maintain counter fraud information on the organisation’s intranet, to include:
	2
	2
	0

	· overview of counter fraud initiative

· role of counter fraud specialist
· fraud policy

· fraud referral form

· proven fraud cases

· generic presentation with recorded commentary


	· link to appropriate HR policies (including whistleblowing policy) 

· relevant contact details

· feedback form

· newsletters

· Material relating to known scams and warnings


	
	
	

	Identify levels of fraud awareness by the use of interactive software, surveys and monitoring fraud webpage hits (inc report to Audit Committee).
	3
	3
	0


	Review and distribute local publicity material to promote the anti-fraud work within the organisation. 
	1
	1
	0

	Meet with key personnel in the organisation to discuss fraud matters. To include (if applicable):
	5
	5
	0

	· Head of Procurement
· Director of HR

· Director of Audit
	· Chief Operating Officer
· Chief Risk Officer
· Payroll Manager

· Chief Information Officer
	
	
	

	· Refresh publicity pack for external contractors/suppliers.

· Arrange for a pay-slip message to be published annually.

· Email reminder to all staff with whistleblowing procedures.  Use opportunities to offer fraud awareness presentations.

	3
	2
	1

	Arrange locally run fraud awareness events.
	1
	1
	0

	Total
	31.5
	27.5
	4



	DETERRING FRAUD


	Taking action to tackle the problem
· Does the organisation have a clear programme of work attempting to create a strong deterrent effect?

· Does the organisation have a clear programme of work to publicise the:

· hostility of the honest majority to fraud and corruption;

· effectiveness of preventative arrangements;

· sophistication of arrangements to detect fraud and corruption;

· professionalism of those investigating fraud and corruption and their ability to uncover evidence;

· likelihood of proportionate sanctions being applied; and

· likelihood of losses being recovered
· Has the organisation successfully publicised work in this area?

· Has the publicity been targeted at the areas of greatest fraud losses?

	Recommended task/objective
	Resource (Days)

	
	Planned
	Used
	Remain

	Annual meeting and interim meetings with Communications Manager and make aware of:

· Counter Fraud Strategy
· Local & National publicity of counter fraud work

· Advance publicity warning system
	1
	1
	0

	Annual review communications strategy so that the most effective ways of communicating with staff at the organisation are utilised and that successful investigations are publicised as widely as possible. 
	1
	1
	0

	Prepare papers of recent proven fraud cases for the risk management group to assess potential risk at the organisation.
	2
	2
	0

	Design and distribute a quarterly fraud newsletter to publish proven fraud cases and other beware notices.
	3
	2.25
	0.75

	Total
	7
	6.25
	0.75


	PREVENTING FRAUD



	Taking action to tackle the problem
· Does the organisation seek to design fraud and corruption out of new policies and systems and to revise existing ones to remove apparent weaknesses?
· Do concluding reports on investigations include a specific section on identified policy and systems weaknesses that allowed the fraud and corruption to take place?

· Is there a system for considering and prioritising action to remove these identified weaknesses?


	Recommended task/objective
	Resource (Days)

	
	Planned
	Used
	Remain

	Review existing counter fraud policy to update and amend as appropriate. 
	1
	1
	0

	Ensure that the following selection are reviewed on an ongoing cycle: Whistleblowing policy, Disciplinary policy, Standards of Business Conduct, Declaration of Interests, Gifts and Hospitality policies and other relevant HR policies are adequately robust to counter fraud. 
	2
	1
	1

	Review and fraud-proof conflict of interest arrangements.  
	1
	0
	1

	Review and fraud-proof Standing Financial Instructions. 
	1
	1
	0

	Ensure that fraud is recorded as a risk on the risk register.  Periodically review the risk register and liaise with Risk Management Group to report identified fraud risks.
	2
	0
	2

	Liaison with Physical Security Management to discuss risk areas.
	0.5
	0.5
	0

	Review protocol for liaison with internal audit for discussion of system weaknesses.
	0.5
	0.5
	0

	Liaise with internal audit and/or external audit to discuss potential system weaknesses identified during audits or investigations and highlight work being undertaken by the counter fraud specialist e.g. national or local proactive work.  To include provision of evidence for audit evaluation of counter fraud arrangements as required.
	1
	1
	0





	Review year-on-year income and expenditure variances to identify unaccounted-for fluctuations that could indicate expenditure or income concerns.
	1
	1 
	0

	Provide and review guidance for authorised signatories on signing documents for payment – highlighting the risks involved and the need for adequate checking.
	0.5
	0.5
	0

	Meet with the Complaints Manager to ensure they are aware of counter fraud reporting arrangements.  
	0.5
	0
	0.5

	Report identified system weaknesses with potential national implications at earliest opportunity to Operational Excellence Team.
	1
	1
	0

	Distribute fraud warning notices appropriately to avoid the organisation falling victim.
	1
	1
	0

	Follow-up fraud warning notices/intelligence bulletins to ensure continuing vigilance. 

Report fraud warning notices/intelligence bulletins to the Director of Finance and the Audit Committee to advise of related system weaknesses.
	1
	1


	0

	Total
	14
	9.5
	4.5


	DETECTING FRAUD

	Taking action to tackle the problem
· Are there effective ‘whistleblowing’ arrangements in place?

· Are analytical intelligence techniques used to identify potential fraud and corruption?

· Are there effective arrangements for collating, sharing and analysing intelligence?

· Are there arrangements in place to ensure that suspected cases of fraud or corruption are reported promptly to the appropriate person for further investigation?

· Are arrangements in place to ensure that identified potential cases are promptly and appropriately investigated?

· Are proactive exercises undertaken in key areas of fraud risk or known systems weaknesses?


	Recommended task/objective
	Resource (Days)



	
	Planned
	Used
	Remain

	Undertake risk measurement and/or proactive detection exercises.
	7
	7
	0

	Assist where required in setting protocols for decision making in risk exercises in conjunction with risk staff.
	2
	0
	2

	Liaise with the key contact for the National Fraud Initiative exercise to assist in the review of matched records & provide advice as appropriate.
	4
	4
	0

	Undertake a local proactive exercise, on the basis of our annual risk assessment process, as agreed with the Director of Finance.
	5
	0
	5

	Total
	18
	11
	7


	INVESTIGATION 


	Taking action to tackle the problem

· Is the organisation’s investigation work effective?

· Is it carried out in accordance with clear guidance?

· Do those undertaking investigations have the legal powers, both in law and within the organisation?
· Are referrals handled and investigations undertaken in a timely manner?

· Does the organisation have arrangements in place for assessing the effectiveness of investigations?

	Recommended task/objective
	Resource (Days)



	
	Planned
	Used
	Remain

	Receive, assess and log referrals of suspected fraud.  Inform & discuss with the Director of Finance, Head of HR and Head of Audit and Risk to agree any investigation going forward.
	
	
	

	Maintain Case Management System re investigations undertaken.
	
	
	

	Conduct investigations as required in line with the organisation’s Fraud Response Plan.  To include provision of a concluding report containing recommendations in relation to weaknesses.
	12
	12
	0

	Ad hoc advice to various staff when assessing potential referrals
	4
	4
	0

	Meet with the data protection manager to ensure that counter fraud work is recorded in data protection registrations and promote awareness of counter fraud work.
	0.5
	0.5
	0

	Total
	16.5
	16.5
	0



	SANCTIONS


	Taking action to tackle the problem
· Does the organisation have a clear and consistent policy on the application of sanctions?

· Are all possible sanctions – disciplinary / regulatory, civil and criminal - considered?

· Are appropriate sanctions considered at the end of the investigation?

· Does the organisation monitor the extent to which the application of sanctions is successful?

	Recommended task/objective
	Resource (Days)



	
	Planned
	Used
	Remain

	Review the policy with HR re application of parallel sanctions any changes to be agreed at Board level.
	1
	1
	0

	Liaise with other members of staff to ensure that sanctions are not applied in isolation, where there are indications of potential wider fraudulent activity.  To include discussion with the Director of Finance and Chief Operating Officer in order to agree appropriate sanctions to be pursued.  
	1
	1
	0

	Total
	2
	2
	0



	REDRESS



	Taking action to tackle the problem

· Does the organisation have a clear policy on the recovery of losses incurred to fraud and corruption?
· Is the organisation effective in recovering any losses incurred by fraud and corruption?

· Does the organisation use the criminal and civil law to the full in recovering losses?

· Does the organisation monitor proceedings for the recovery of losses?

· What is the organisation’s successful recovery rate?


	Recommended task/objective
	Resource (Days)



	
	Planned
	Used
	Remain

	Maintain comprehensive records of time spent on each investigation to inform compensation claims made by the organisation.  
	1
	1
	0

	Ensure that the organisation has a policy statement regarding the recovery of losses to fraud and corruption.
	
	
	

	Identify and record actual proven losses so that recovery procedures can be actioned. Ensure the organisation has a recovery procedure in place. 
	1
	1
	0

	Total
	2
	2
	0


	COUNTER FRAUD ARRANGEMENTS (STRATEGIC WORK)



	Taking action to tackle the problem

· Does the organisation have a counter fraud and corruption strategy linked to its strategic objectives?

· Is there a clear remit to reduce losses to fraud and corruption to an absolute minimum?

· Are there effective links between ‘policy’ work (to develop a ‘zero tolerance’ culture) and ‘operational’ work (detect and investigate, apply sanctions and recover losses)?

· Is the full range of integrated action being taken forward or does the organisation ‘pick and choose’?

· Does the organisation focus on outcomes (i.e. reduced losses) and not just activity (i.e. the number of investigations, prosecutions, etc.)?

· Has the strategy been directly agreed by those with political and executive authority for the organisation?
· Do those tasked with countering fraud and corruption have the appropriate authority needed to pursue their remit effectively, linked to the organisation’s counter fraud and corruption strategy?

· Is there strong political and executive support for work to counter fraud and corruption?
· Is financial investment in counter fraud and corruption activity proportionate to the risk?

· Are all those working to counter fraud and corruption professionally trained and accredited for their role?

· Do those employees who are trained and accredited formally review their skills base and attend regular refresher courses to ensure they are abreast of new developments and legislation?

· Are all those working to counter fraud and corruption undertaking this work in accordance with a clear ethical framework and standards of personal conduct?

· Are there framework agreements in place to work with other organisations and agencies?

· Are the framework agreements focused on the practicalities of common work?

· Are there regular meetings to implement and update these arrangements?

· Is the organisation undertaking the full range of necessary action?



	Recommended task/objective
	Planned Resource (Days)



	
	Planned
	Used
	Remain

	Regular meetings/liaison with the Director of Audit to discuss progress and ongoing investigations.
	4
	4
	1 meeting

	Draft an annual report of counter fraud work and review Organisational Capability Self Assessment Tool
	8.5
	8.5
	0

	Preparation for and attendance at Audit Committee meetings (including production of progress reports and information papers).
	3
	3
	1 meeting

	Completion and agreement of workplan with Director of Finance.  
	2.5
	0
	2.5

	Undertake additional mandatory compliance or professional training.
	5
	5
	0

	Attendance at counter fraud forums
	1
	0.5
	0.5

	Attendance at relevant external conferences.
	1
	1
	0

	Total
	25
	22
	3

	Total Planned Days 
	120
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